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Indian Cyber Security Solutions

in association with

Indian Institute of Cyber Security

Buildin
en Cyb arrior

Step into the future of cyber defense with our Diploma in Advanced
Cloud & Network Security, a specialized program crafted by Indian
Cyber Security Solutions and the Indian Institute of Cyber Security.

Gain hands-on expertise in securing cloud platforms (AWS, Azure, GCP)
and protecting enterprise networks through advanced routing,
switching, firewalls, IAM, automation, and real-world security practices.
Build industry-ready skills in cloud architecture, network defense, and
modern security tools—preparing you for high-demand roles in today’s
cybersecurity ecosystem.

Start your journey toward becoming a certified Cloud & Network

Security professional today!
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About the
a) Program

Network Security Security Automation

In this advanced training program, we dive deep into the world of cloud and network security
to equip you with the practical skills and expertise required to secure modern digital
infrastructures. The curriculum focuses on hands-on learning across Cloud Security, Network
Security, and Security Automation.

You'll explore real-world cloud architectures, identity and access management, secure VPC
design, routing and switching, firewall configuration, and monitoring tools used by
cybersecurity professionals. Through practical labs and simulation-based challenges, you'll
learn how to secure AWS, Azure, and hybrid environments, detect vulnerabilities, mitigate
threats, and strengthen enterprise network defenses.

Whether you're an aspiring cybersecurity engineer or an IT professional looking to upskill, this
program prepares you for high-growth roles in cloud security, network security, and SOC

operations—opening the door to a rewarding and future-ready cybersecurity career.
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Certification

After the completion of the course, candidates will get a joint certificate
from Indian Cyber Security Solutions and Indian Institute of Cyber Security

INDIAN INSTITUTE OF CYBER SECURITY

In association with Indian Cyber Security Solutions

AN ISO 27001 & 9001:2015 Certified Company
Certificate Number: [ICS3690XXXXXXX

y — CERTIFICATE OF COMPLETION ——

T

'5 This is to acknowledge that

OXOXOXOXOX

has successfully completed the D| ACS- Diploma in Advance Cloud and Network Security

b

Issue Date: XXXXXXXXXXX

ABHISHEK MITRA
CEO & MD

SHILPIDUTTA
CHIEF OF STAFF

Course Fee

Class Room Training Online LIVE Training

Course Fee: INR 93,000/
(One-time payment)
Course Duration: 40 Hours
3 Months Training
2 Classes Per Week X 2 Hours Each
Day
Batch Timing
Week End Classes | Week Days Classes

Course Fee:INR 93,000/
(One-time payment)
Course Duration: 40Hours
3 Months Training
2 Classes Per Week X 2 Hours Each Day
Batch Timing
Week End Classes | Week Days Classes
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University Training Partner’s
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Adamas University

Lovely Professional
University

GNIIT
Centre OF Quality Education & Reicxrch
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Anna University

Bengal Institute of

Bangalore Institute
Technology and Managem

of Technology

UNVERSITY OF ENGINEERING & HANAGEMENT

Good Education, Good Jobs
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CCNA - Course Module

Network ——— OSIModel and NetWork s IPV4 and
Fundamentals Components Sub netting

— Routing and — Protocol

Routing Basic Switching

MODULE - 07 MODULE - 08 MODULE - 09

SNMP ( Simple Network
Management Protocol)

OSPF (Open Shortest Path s Static Routing ipv4 — Routing
First)

HSRP (Hot Standby
Router Protocol)

— VLANs and Trunks — Spanning Tree

IPV6 — Quality Of Service — Wireless

Network

Access Lists — Misc —
Management

mm

Automation and
Programmability

Cloud Computing —
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CCNP Course Module
G GETED @GEUED

Redistribution - Route Filtering — EIGRP

OSPF e OSPF Multiarea — EIGRP Load
Authentication Balancing

MODULE - 07 MODULE - 08 MODULE - 09

OSPF Area Types — OSPF V3 & BGP == BGP Configuration

Redundancy === WAN Technologies === Multi Protocol BGP
protocol
Wireless Network === Quality of Service — mm AAA

Authentication

STP, RSTP, MSTP — Automation - goftware Defined
Network
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Amazon Web Services
Course Module

Introductionto  _  Introductionto ___  Amazon Elastic
Compute Cloud

Cloud Computing AWS (EC2)
Copuis-os
Elastic Load = Amazon Machine — Elastic Block Store
balancer Image (AMI) (EBS)
Auto Scalin Amazon Virtual Identify Access
9 Private Cloud Management

Simple Storage — Simple Notification Cloud watch
Service Service (SNS)
Lambda Relational . Aws Command
Database Service Line Interface (CLI)
(RDS)
— e
Session (CFN)

m

Final Project with
Documentation
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EHP Course Module
G G GEZTIED

Introduction To Ethical e Information Gathering — Introduction to Basic
Hacking Techniques Networking

Host and Device

Vulnerability Analysis ~ Vulnerability
Assessment

MODULE - 07 MODULE - 08 MODULE - 09

Malware Analysis and — System Hacking = Network Packet Analysis
Defense and Sniffing

Social Engineering and
Human Manipulation
Attack

MMM

= Web Application Security

== Network Scanning and
Enumeration

Bypassing Firewalls dnd  w== Denial-of-Service (D0S)  mmmmm
Honeypots

Hacking Web Servers Web Fundamentals

— Wireless Network — SQL Injection and

Android Hacking Security Injection Attacks

mmm

— Introduction to Cloud = Cryptography and Data
Computing Protection

IOT Penetration Testing
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NPT Course Module

Introduction to Kali Linux Network Penetration Information Gathering
Testing Overview

Windows Exploitation — Password Attacks m=m= Vulnerability Scanning

MODULE - 07 MODULE - 08 MODULE - 09

Linux Exploitation S Lateral Movement _— Active Directory

Introduction and Attacks

mm

Report Writing for Penetration Testing and
Penetration Testers CTF Exercises
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Key Highlights

Lifetime
Access to
Hackers Lab

No Cost EMI 100%
&. Placement
Educational Support
Loan i

Certification
& Live
Projects

f) 3 Months

Training

Online

Classroom
Training

Training
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Why Choose

Diploma in Advanced Cloud & Network Security at ICSS

Expert Instructors

Learn from industry experts with real-world experience in cloud

< architecture, network security, and enterprise security operations
—bringing practical insights directly to your training.

Practical and Hands-on Training

Master Cloud and Network Security through lab-based learning,
real-time simulations, and practical projects covering AWS, Azure, W

routing, switching, firewalls, IDS/IPS, and automation tools.

Flexible Learning Options

Our course is designed to fit your schedule, offering both online

W and in-person training options. We ensure high-quality learning at
an accessible cost for students and working professionals.

Global Recognition & Networking Opportunities

Gain industry-aligned skills and certification-ready expertise that

open doors to high-demand careers in cloud security, network \ A /
security, SOC operations, and infrastructure defense.
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Eligibility Critaria

[ ] [ ]
Technical Non-Technical
Individuals with a Technical foundation Students from non-technical
can expand their expertise by enrolling in disciplines can pursue courses in
Diploma in Advanced Cloud & Network Diploma in Advanced Cloud &
Security Network Security

o Familiarity with computer systems, A keen curiosity about technology and

software and programming concepts is the cloud is all you need to start.
helpful.
* No coding or technical skills are
» No formal experience required, but some necessary to begin the training.
exposure to coding or IT concepts is
beneficial. o Comfortable using a computer and

basic software applications.
« Comfort with technology, logical thinking,

and problem-solving abilities are * An open mind and a desire to
advantageous. understand new concepts.
» Willingness to learn and explore technical » Good communication skills to
topics is important. collaborate effectively with tech
experts.

 Individuals interested in cloud computing
and Azure services are encouraged to
join.
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‘ Job Opportunities
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Cloud Security
Engineer

Secures AWS,
Azure, and hybrid
cloud environments
from threats and
L misconfigurations.

A
[ Y aad 0o

Cloud
Administrator

Manages cloud
resources, VPCs,
and access policies
to ensure secure
'L cloud operations.

|l\[,“‘|]“,

2 Network Security

Engineer

Protects enterprise

networks by
managing firewalls,
monitoring traffic,

and preventing
intrusions.

0T Security

_ Testing
S

|}'lllllf’|'

Network
5  Defender/

: Administrator

Maintains network

infrastructure and

safequards it from
attacks and

L disruptions.

(( ICS/SCADA &

llﬁrllillff

S S0C Analyst

Monitors, detects,
and responds to
security incidents
using SIEM and
threat analysis
tools.

L
]
Y

llﬁrllillff

Cybersecurity
6 Consultant

Provides guidance on
securing cloud and
network systems,
risk mitigation, and

L compliance.
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Trainers Profile

¢ Cloud & Network Security Experts:
Trainers with deep experience in cloud platforms, network defense, enterprise
security, and large-scale infrastructure.

e Hands-On Teaching Approach:
Live practical labs covering AWS, Azure, routing, switching, firewalls, SIEM tools,
and real-world security scenarios.

e Years of Industry Experience:
Professionals with strong backgrounds in cybersecurity, cloud engineering,
SOC operations, and network architecture.

e Corporate Training Expertise:
Experience delivering security training to organizations, aligned with industry
standards and modern cloud-network environments.

e Personalized Learning Support:
One-on-one guidance, feedback, and continuous support to ensure every
student masters practical skills.

e Career Guidance & Mentorship:
Support with resumes, interviews, certification paths, and career direction in
cloud and network security roles.
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Student Achievements
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HSD Responsible Disclosure: Rabsun Sarkar Reported
a Vulnerability in the Security Talent Website

20 Jun 2018 | Author: HSD Foundaion ol

HSO has o Assgonaibie Discloaurs Policy for its T systems.
Recently, Raboun Sarkar (Certified Ethical Hacker from India)
roperted a vuinerability in the Seourity Talont webaits, showing
ing such a palicy. It concema Host Header 8
oaLe the web applcation 1o behave in

unexpeoted ways.

Our websits developer Masike Media quickly took sotion and
sohved the iasus, We are very qrateful for theis sxpertise and

TP-Link TL-WR840N - Denial of Service

EDB-1D: CVE: Author: Type: Platform Date:
EDB Verified: Exploit: £ / {}
Vulnerable App:
¥ Exslott Thele:- T-Uink Mreleis N Asuter WAOT - Buffor Overfloe
# Date:. MEEOT-26
¥ Veodkor Homepage: - BEtpi: /. 110k con

Monstra-Dev 3.0.4 - Cross-Site Request Forgery (Account Hijacking)

EDB-ID: CVE: Author: Type: Platform Date:

(<]

EDE Verlfied: Explol: £/ {}
Vulnerable App:

: Monstratie 30,4 - £rova-Skte Regurst Forgery{Account HLjackiogh

Rabsun Sarkar one of our students has found
zero-day vulnerabilities in Google and in the
Security Talent Website and also reported the
same:

https://securitydelta.nl/news/overview/hsd-responsible-
disclosure-rabsun-sarkar-reported-a-vulnerability-in-
the-se- curity-talent-website

Aniket Dinda is our student who has found
out about Zero-Day Vulnerability and has
been published on Exploit DB:

https://www.exploit-db.com/exploits /45064

Nainsi Gupta is our student who has found
out about Zero-Day Vulnerability and has
been published on Exploit DB:

https://www.exploit-db.com/exploits/45164



https://securitydelta.nl/news/overview/hsd-responsible-disclosure-rabsun-sarkar-reported-a-vulnerability-in-the-security-talent-website
https://securitydelta.nl/news/overview/hsd-responsible-disclosure-rabsun-sarkar-reported-a-vulnerability-in-the-security-talent-website
https://securitydelta.nl/news/overview/hsd-responsible-disclosure-rabsun-sarkar-reported-a-vulnerability-in-the-security-talent-website
https://securitydelta.nl/news/overview/hsd-responsible-disclosure-rabsun-sarkar-reported-a-vulnerability-in-the-security-talent-website
https://securitydelta.nl/news/overview/hsd-responsible-disclosure-rabsun-sarkar-reported-a-vulnerability-in-the-security-talent-website
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Our Recent
Placements

Placed at: Placed at:

—~ —~
(= Tecplix (~ Tecplix

SUVHANKAR PROSAD KAR NAGACHARAN UN ARAPAN SAHA

Check Offer Lottas Check Offer Letter Check Gfter Lattes

Placod at: Placed at Internship at:
CcTC 1 g
f: Tecplix f: Tecplix 3.6LPA ) i‘\:;}.‘ﬂ:‘
o ¥

L
KUSHAL MV AYUSH RATHORE PRASANDEEP SUTRADHAR

Chack Offer Lotiar Chask Offer Latter Crecxorter Latter

Internship at:

ARMATRICS
o Aplications

ANIKET KUMAR TANHAZ HUSSAIN SHIBASHISH SAHA

Diploma in Cyber Security Ethical Hacking “

Chack Offer Lotiar Chask Offer Latter Chask Ofter Latter




INDIAN CYBER SECURITY SOLUTIONS

Aunitof CYBERSECOPS PVTLTD

Our Achievements

HC'Business Connect
10 MAOHT PROMSING
CYBER e
SECURITY La 2 Uyls
2020
e INDIAN CYBER SECURITY
shomici SOLUTIONS

Reinforcing a guarding shield
for your treasured data

Abhishek Mitrs
T & Fosaser

= sy

Suemssen || INDIAN CYBER
e SECURITY 50LUTIONS

[P T GUANTIFYING CYBERRISKSVIA A PLETHORAOF

CYBER SECURITY SOLUTIONS

BRAND STREET

SHIGOI INDIAN CYBER SECURITY SOLUTIONS
SECURITY -

SOLUTIONS N -
| &=

sevgnizedd by SHGONINGI W gazime s

silieonindia 1o most rromising
CYBER SECURITY CONSULTAZPSE

Thirough this Qwand, id applaud the axganizations that offev
cutcome-oiented acientific & technalogy fnowdedge, and theix ingenuity to Leverage
the fieat practices in developing inncvative technatogy sotutians
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Media Coverages

RITANGSHU BHATTACHARYA [ ABHISHEK MITRA

INDIA'S 'DIGITAL
ARREST' MENACE

/
OCTOBER, 2024

AGRAWOMANDIES AFTER
BEING THREATENED

~ ACTORRAJINIKANTH
DISCHARGED

RPLUS
NEWS _

TO DUPE
INVESTORS

PHISHING
ATTACKS



https://youtu.be/eb0Cs3sWFJ0
https://youtu.be/Gyp5_eTqyNA
https://youtu.be/OK99qbJdpaQ
https://www.youtube.com/watch?v=quqTNNVcmf4
https://youtu.be/8EOhmjIPxMY
https://youtu.be/v6qy3K8a1YE
https://youtu.be/5DaGkVCt5fU
https://youtu.be/EqTMTsoEZeI
https://youtu.be/KIxOAMTTHDQ
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Seminar & Workshop

Lovely Professional University Guru Nanak Institute of Technology- Jis Group
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Seminar & Workshop

Live Cybersecurity Demo with
Bhutan Security Forces

Cyber Security Training Cyber Security Workshop at
at Lux Cozy Police Department

EEFH SECURITY COMF

FOTEL By e

Smartathon 2024, hosted by Cybersecurity Conference at
Ericsson Telecommunications Inc. Keens Conference, Hyderabad

Foasdowg
o Highe: Education
S, Py

Cyber Security Workshop at Certificate distribution
ICFAI University Windhoek, Namibia
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Seminar & Workshop

Cyber Security Workshop in Cyber Security Training Session
Namibia for LIC Senior Management

Mr; Abhishek Mitra Was Invited to Mr. Abhishek Mitra |s invited to'

CSIR-CIMFR’s loT-Based Smart conduct a workshop IIT (ISM)
Mining Initiative Dhanbad.

r.lﬂ-\bri“i-ashek Mitais invited to Mr. Abhishek Mitra Invited to

conduct a workshog at CSIR- Conduct Workshop at Govt.
CIMFR, Dhanbad Polytechnic, Nirsa Dhanbad

et foe Exeelonts in Cybeer Law sad Ihata Freeection
UKL Lam Sehaal IFIIE, Myderabad
one Illylﬁll(lllep

mmumanm«mmmmm

Zak Cheteber ZOCE, [0030 001

ST,
D ICFA Line School, IFHE, Mydembes
Speakers Brmark
W, Abinhak Wit
wmﬁummmmcmm

M Advecate
Laswyer Cibar Forensa:

ICSS and liICS conducted a session at ICFAI UnlverS|ty on Cyber Securlty
and Legal Frameworks.
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Our Hiring Partners

amazon [(CA ot /r&

webservices e L
pwc Deloitte.
BLACKBOX (U Tecplix exotel

$

+ Scrut
; Automation %
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. ARMATRICS
& Applications

Optimizing solutions...
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Other Collaborators

Parul University: Indian Cyber Security Solutions (ICSS) is
delighted to join forces with Parul University in April 2022,
marking the start of a five-year strategic collaboration
focused on pushing the boundaries of cybersecurity
education and research. ICSS will be investing its expertise
and resources into this venture, equipping students with
unrivaled skills for success in their field - ultimately igniting
positive change across the industry through our steadfast
commitment. We are brimming with anticipation over what
incredible results will come from this partnership!

MAKAUT (ISKFGI College): With the ever-growing demand for

skilled cybersecurity professionals. ICSS has teamed up with MAULANA ABUL KALAM AZAD
SKFGI College in a long-term partnership to establish an O ES T pENGAL
industry-leading program. For 10 years we will use our 2
wealth of expertise and resources to ensure that students
receive cutting-edge knowledge and skills from this
collaboration- creating future leaders who can tackle any
cybersecurity challenge. Our ambition is clear-develop
tomorrow's talent today by empowering young minds into
becoming successful digital citizens!

4

SUPREME KNOWLEDGE FOUNDATION

6’&0 Q")

v, <
 oF INsTVTS

L7 Perir O Anowledge And Exeelerss [ 1

Lovely Professional University: Indian Cyber Security
Solutions has collaborated with LPU to organize cyber
security workshops, Hackathons and Bootcamps. The
students at LPU put their skills to the test, making for a truly

IPIROFESSIONAL

.N IVERSITY inspiring event. LPU and ICSS have decided to organize more
such events as these events help them to sharpen the skills.
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Our Competencies
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Contact Us

Aabhishhek Mitra
Founder & CEO
98313 18312

Registered Office
Kolkata, India

DN-36, Primarc Tower, Unit
no-1103, College More, Salt
Lake, Sec-5, Kolkata-700091

Corporate Office
Bangalore, India

Pooja Arcade, No.55, 2nd
Floor, 5th Cross Road, St
Thomas Town, Ramaiah Layout,
Kamanahalli, Bangalore
560084

www.indiancybersecuritysolutions.com

@ info@indiancybersecuritysolutions.com




